NHPOPMAIIMOHHAA ITAMATKA
JJIA OBYYAIOIIUXCA TJIA PASMENIEHUA
HA OOPUINAJIBHBIX UHTEPHET-PECYPCAX

C KaxapIM ToJA0M MOJIOJCKUA B HHTCPHCTC CTAHOBUTLCA 6OJ'IBIH€, a
IIKOJIbLHUKM OIHU W3 CAaMbIX AKTHUBHBIX II0Jb30BATECIICH PYHeTa. MG)KI[y TCM,
IIOMHUMO OI'POMHOI'O0 KOJIM4YCCTBa BO3MO)KHOCT€I‘/JI, HHTCPHCT HCCCT H HpO6HeMBI.
OTa naMsATKa J0JKHA MOMOYb Tebe Oe30macHo HaXO4AUTHCA B CCTH.

KomnbrorepHabie BUpPYChI

KomnbroTepHblii BUPYC - 3TO Pa3HOBUIHOCTH KOMIBIOTEPHBIX MPOrpam,
OTJMYUTENBHONH 0COOEHHOCTBIO KOTOPOU SABJISIETCSI CHOCOOHOCTh K PA3MHOMKEHUIO.
B nomnosiHeHWE K 3TOMY, BUPYChl MOTYT TMOBPEAUThH WM MOJIHOCTBIO YHUUYTOXKHUTh
Bce (haiisibl U JaHHbIE, MOJAKOHTPOJBHBIE MOIB30BATENI0, OT UMEHU KOTOPOTO OblIa
3amylleHa 3apakeHHas MporpaMMa, a TaKKe MOBPEAUTh WM AAKE YHUUTOXKHUTH
ONEPALMOHHYIO CHCTEMY €O BceMH (aitnamu B 1ieoM. B OONBIIMHCTBE Cllyyacs
PacpOCTPAHSIIOTCS BUPYChI YEPE3 UHTEPHET.

MeToapb! 3aluThl OT BPCAOHOCHLIX IIPOrpaMMm:

1. Mcnionb3yit COBpEMEHHBIE ONEPAMOHHBIE CUCTEMBI, UMEIOIINE CEPhE3HBIM
YPOBEHB 3aIUTHI OT BPEIOHOCHBIX TPOrPamMM;

2. llocrossHHO ycTaHaBnuBail mauyTH (UUQPOBBIE 3aMIATKH, KOTOPBIE
ABTOMATUYECKM YCTAHABJIMBAKOTCS C LENbI0 AOPA0OTKH MPOTpamMMbl) U JIPYIHE
OOHOBJICHUS CBOCH omepanMoHHOM cuctembl. CkauMBailT WX TOJBKO C
opunmansHOoro  caiita  pazpabortumka OC. Ecnum  CcymiecTByeT — pekuM
ABTOMATUYECKOTO OOHOBIIEHUS, BKJIFOUH €r0;

3. Pabotaii Ha CBOeM KOMMBIOTEPE MOJ MpaBaMU IMOJIL30BATENS, a HE
aJMUHUCTPATOpPa. OTO HE MO3BOJUT OOJBIIMHCTBY BPEIOHOCHBIX MPOrPaMM
WHCTAJUIAPOBATHCS HA TBOEM MEPCOHATILHOM KOMIBIOTEPE;

4. Hcnonmp3y#h aHTUBMPYCHBIE MPOTPAMMHBIC TPOAYKTHl  M3BECTHBIX
MPOU3BOAMTEIICH, C aBTOMATHYECKUM OOHOBJIEHUEM 043,

5. Orpannupb PU3MYECKHIA JOCTYN K KOMIBKOTEPY U1l MTOCTOPOHHMX JIHLL,

6. Mcnonb3yii BHENIHWE HOCUTENW MH(POPMALMKU, TaKWe Kak (premika, IUCK
win (paiin U3 UHTEPHETA, TOJBKO U3 TPOBEPEHHBIX HCTOYHUKOB,

7. He oOTKpbIBali KOMIBIOTEPHBIE (Dailsibl, MOJYYEHHBIE M3 HEHAIECKHBIX
UCTOYHUKOB. Jlaxke Te (ailyibl, KOTOPBIC MPUCHIAT TBOK 3HAKOMBIH. Jlyuie yTouHu
y HETO0, OTIPABIISII JIX OH TeOE HX.

Cern WI-FI



Wi-Fi - 3T0 He BUA nEepeaaun AaHHBIX, HE TEXHOJIOTHS, a BCETO JIUIIb OPEeHI,
mapka. Eme B 1991 romy HuaepnaHjackas KOMOAHUS 3aperMCTpUpoBaia OPEeH]
"WECA", uto o0o3Hauamo cnoBocoueranue "Wireless Fidelity", xkoTtopsiii
NEPEBOAUTCS Kak "OeCpoBOAHAS TOYHOCTB'

Jlo Halrero BpeMeHH Joliijia apyras adOpeBuarypa, KOoTopas SBISETCS TaKoi
K€ TexHoJiorue. Oto adbOpeemarypa "Wi-Fi". Takoe Ha3zBaHue OBLIO JAaHO C
HAMEKOM Ha CTaHIapT BbICIICH 3BYKOBO#W TexHuku Hi-Fi, uto B mepeBoje
O3HAYaCT "BBICOKAS TOUHOCTH .

Jla, OecnaTHBIA MHTEPHET-AOCTYN B Kade, OTENIX M adponopTax sBIISICTCS
OTJIMYHOW BO3MO>KHOCTBIO BBIXOJA B MHTEPHET. HO MHOrME 3KCHEPTHI CUMTAIOT,
yt0 00menoctynubie Wi-Fi ceT He SBIISIFOTCS O€30MaCHBIMU.

CoseTbl 0 0€30MaCHOCTH PadOTHI B OOIIEAOCTYMHBIX ceTAX Wi-fi:

1. He nepenagraii cBoro nunyro uHpopmalmto yepe3 oduienoctynusie Wi-Fi
cetu. PaboTas B HUX, KEJIaTE€IbHO HE BBOJAMTH MAPOJIU JTOCTYIA, JIOTHHBI U KaKue-
TO HOMEDA,

2. Ucnonb3yil © OOHOBJISIH aHTUBUPYCHBIE MPOrpaMMbl U OpanaMayep. Tem
caMbIM Thl 00€30MACHIIb C€0s1 OT 3aKaYKH BUPyCa Ha TBOE YCTPOUCTBO;

3. Ilpu ucnone3oBannu Wi-Fi oTkimroun GyHknuio "O0mmid qoctyn K dainam
u npuntepam”. JlaHHas (QyHKIMS 3aKpbiTa MO YMOJYAHUIO, OJHAKO HEKOTOPHIC
MOJI30BATENIM AKTUBUPYIOT €€ JUIsl yI00CTBA UCTIOJIb30BaHUs B Pa0OTE WK yueOe;

4. He wucnons3yid nyOnuunsii WI-FI amd nepenauv JIMYHBIX JIaHHBIX,
HaNpUMEP U1 BBIXOJA B COLIMATILHBIE CETU UJTA B JJIEKTPOHHYIO TTOYTY,

5. Wcnosnb3yil TONbKO 3amuuieHHoe coeaunenue uepe3 HTTPS, a ne HTTP,
T.€. Ipu Habope BeO-aapeca BBOAM UMEHHO "https://";

6. B moOuneHOM Tenedone otkmoun ¢QyHkumio "Tlogkmouenne xk Wi-Fi
aBToMarnuecku"'. He pomyckail aBTOMAaTWyecKOro MOAKIKOYECHUS YCTPOMCTBa K
cetsim Wi-F1 6e3 TBoero cornacusl.

ConnajabHble ceTH

ConuanabHbIe CETH aKTUBHO BXOJISAT B HALY >KU3Hb, MHOTUE JTFOJM Pa0OTaOT U
JKUBYT TaM MOCTOSIHHO, a B Facebook yke 3apeructpupoBaH MWIIHAPA YETOBEK,
4qTO SBJISICTCI OJHOM CEABMOM BCEX JKUATEICH MIaHeThl. MHOTUE IOJIB30BATEIIN HE
MOHUMAIOT, YTO WH(pOPMALIMS, Pa3MENICHHAS UMW B COLMAIBHBIX CETSIX, MOXKET
ObITh HaAWJEHA W WMCHOJIb30BAHA K€M YTrOJHO, B TOM YHMCJIE HE 00S3aTEIbHO C
OJlariMy HAMEPECHUSIMH.

OcHOBHBIE COBETHI MO O€30MaCHOCTH B COMAJBbHBIX CCTAX:

1. Orpannub ciucok Apy3ei. Y 1e0s B Apy3bsX HE NOJDKHO OBITh CIIyYaiHbBIX



U HE3HAKOMBIX JIFOJICH;

2. 3ammniail CBO 4acTHYO HU3Hb. He yka3wiBaii naponu, TeneoHsl, aapeca,
JaTy TBOErO POKIACHUS W JAPYTYIO JMYHYI0 HHQPOPMALMIO. 3JI0YMBINIEHHUKA
MOTYT HKCIOJIB30BaTh JaXe HHPOPMALMIO O TOM, KaK Thl W TBOM POAUTEIA
TUTAHAPYETE TPOBECTU KAHUKYJIBI,

3. 3ammiail CBOK PEeNnyTalMIo - EPXKHU €€ B YUCTOTE U 33]1aBail ceOe BOMpoC:
XoTen Obl Thl, 4TOOBI JAPYTHE TOJB30BATENIM BHUACIW, YTO Thl 3arpykKaciib?
[Tomymaii, mpexxe 4em 4To-TO OMyOJIMKOBATh, HAMMCATh U 3arPy3UTh,

4. Ecii Tbl TOBOPHILL C JHOABMHU, KOTOPBIX HE 3HACIIb, HE MCMOJB3YH CBOE
peabHOE MMsI M APYTYIO JIMYHYIO WH(OPMALMK: UMS, MECTO JKATEIBCTBA, MECTO
yueObl U IPOYEE;

5. U3beraii pazmewmeHust gororpapuii B UHTEPHETE, TA€ Thl M300PAKEH HA
MECTHOCTH, 110 KOTOPOH MOKHO OMPEIECIIUTH TBOE MECTOTIOIOKEHHE,

6. Ilpu perucTtpaumm B COLMATIBHOW CETH HEOOXOAMMO WCIOIb30BAThH
CJIOZKHBIC ITapoJId, COCTOAINNC K3 6yKB J41 I_II/I(I)p N C KOJIMYCCTBOM 3HAKOB HC MCHCC
8,

7. JUIs  CcOLMAIbHOM CE€TW, TOYTBl W JPYTUX CalTOB HEO0OXOaUMO
HCIIOJIB30BAThL PA3HLBIC APOJIH. TOFI[a CCJIIn Te6$I B3JIOMAKOT, TO 3JIOYMBIIJIICHHUKH
MOJIy4aT JOCTYI TOJILKO K OJHOMY MECTY, a HE BO BCE Cpasy.

JJIEKTPOHHbIC JCHbIH

ONEKTPOHHBIE ACHBIM - 3TO OYEHb YIOOHBIH CHOCOO TMyaTeKel, OJHAKO
CYLIECTBYIOT MOILIEHHUKH, KOTOPBIE XOTST MOJAYUYUTh 3TH JCHBIH.

9J’I€KTpOHHBI€ JCHBI'H MOABHJINCH COBCCM HCAABHO M HMCHHO H3-34 3TOr'0O BO
MHOI'MX rocy1apcrBax A0 CHUX IIOP HC IMPOIIHUCAHO IIPO HUX B 3aKOHAX.

B Poccun sxe oHE (DYHKITMOHUPYIOT M O HUX Y>K€ MTPOMUCAHO B 3aKOHE, TIE UX
pa3AesAOT HA HECKOJIbKO BHIOB - aHOHUMHBIE M HE aHOHMMHBIC. Pa3HuIla B TOM,
YTO QHOHUMHBIE - 3TO T€, B KOTOPHIX pa3peiiacTcsi MPOBOAUTHL Omepaimu 0e3
UACHTU(DUKAIIMK TIOJB30BATENS, & B HCAHOHUMHBIX WACHTU(HMKAIUS MOJIb30BATENSA
SIBIISICTCS 00s13aTEIbHOM.

Tarke cneayeT pas3nuyarbh JJIECKTPOHHbIE (PUATHBIE JEHBIUM  (PABHBI
rOCY/IapCTBEHHBIM BaJlOTAM) M 3JIEKTPOHHBIC HE(HATHBIC NEHBIM (HE PaBHBI
rOCYIapCTBEHHBIM BATKOTAaM ).

OCHOBHBIE COBETHI 1O 0€30MacHOi paboTe € ANEKTPOHHBIMU JACHBrAMU:

1. IlpuBsxu Kk cueTy MOOWITBHBINA TenedoH. D10 camblii yAOOHBIH U OBICTPHIiA
croco0 BOCCTAHOBHTH JOCTYN K cyeTy. [IpuBsi3aHHbIA TENePOH MOMOXKET, €CIU
3a0yJelib CBOM IUIATEKHBIM MApojb WM 3aiellb Ha CaiT C HE3HAKOMOTIO



YCTPOMCTBA,

2. Hcnome3yil omHopasoBbie mapoau. llocime mepexona Ha YCHICHHYRO
apTopu3aluio Tede yke He OyAeT yrposkaTh OMACHOCTh KPaKHW WM TNepexmaTa
IIATEKHOTO MAPOJI,

3. BeiOepu cnoxneiii maposb. [IpectynHukam OyAeT HE MPOCTO yraaarhb
CJIO’KHBIN Maposib. HafesxHble maposy - 3TO Mapoiu, KOTOPBIE CONEPKAT HE MEHEE
8 3HAKOB M BKJIIOYAKOT B ce0d CTPOYHBIE M MPOMUCHBIE OYKBBI, TU(DPB H
HECKOJIBKO CMMBOJIOB, TAKME KaK 3HAK J0JIapa, QyHTa, BOCKIMIATEIbHbIN 3HAK U
T.1. Hanpumep, $tROng!;;

4. He BBOIM CBOM JIMYHBIE JJAHHBIC HA CalTaX, KOTOPHIM HE JOBEPSEIIIb.
DJIEKTPOHHAS MOYTA

OJICKTPOHHAS TOYTA - 3TO TEXHOJOTHSI W MPEAOCTABISAEMBIE €0 YCIYTH TI0
MEPECHIIKE U MOTYUYEHHUIO AJICKTPOHHBIX COOOUIEHUH, KOTOPBIE pacpPEACIISIFOTCS B
KOMIBIOTEPHONW ceTH. (OOBIYHO DJEKTPOHHBIA TOYTOBBIM SIIUK  BBITJISIAT
CIIEAYIOIIMAM 00pa30oM: UMsI_TMOJIB30BATENA(@UMsL_0OMEHA. Takke KpoMe nepeayn
MPOCTOTO TEKCTA, UMEETCS BO3MOKHOCTh MEpeiaBaTh (ailyibl.

OCHOBHBIE COBETHI IO O€30MaCHOH PadOTE € FACKTPOHHON MOYTOMH:

1. Hamo BeIOpare NpaBUIIBHBIA TMOYTOBBIH cepBHC. B HWHTEpHETE €CTh
OTPOMHBIN BEIOOP OECIIATHBIX TOYTOBBIX CEPBUCOB, OJHAKO JTY4lIE TOBEPITH TEM,
KOT'O 3HACIIb W KTO IIEPBBI B PEUTHHTE,

2. He ykaspiBaii B MMYHOI MoYTE JTMUHYO MHpOpManuto. Hanpumep, nyuiie
BbIOpaTh "My3bIKaJIbHBIN (paHar(@" wim "pok2013" BmecTo "Temal3";

3. Hcnonb3yil IBYXOTAlHYK aBTOPU3ALUIO. OTO KOTAA MMOMUMO MapoJis
HY>KHO BBOJUTB KOJ, IPACBUTAEMBINA 10 SMS;

4. BeiOepu cnoKHBIH naposib. J{as KaKI0Tro MOYTOBOrO SIIUKA JTOTKEH OBITh
CBOW HAJECKHBIN, YCTOWYHUBBIN K B3JIOMY apOJIb,

5. Ecnl ectb BO3MOKHOCTH HAIMKMCAaThb CaMOMY CBOM JIMYHBIA BOIIPOC,
MCTIOJIB3YHl OTY BO3MOYKHOCTB,

6. Hcrmonb3yii HECKOJIBKO TIOYTOBBIX SINMKOB. [IEepBBIA [y 4YacTHOR
NEPENUCKU C AAPECATAMU, KOTOPBIM Thl AOBEPSACIIb. DTO AJIEKTPOHHBIA aapec HE
HAJ0 UCMOJIB30BaTh MPU PErUCTpalK Ha (Popymax u caifTax;

7. He otkpbiBail (aitibl U Apyrue BIOKEHUS B MHUCbMax, JaKe €CJAM OHU
OPULLTA OT TBOMX Jpy3eil. JIyullle yTOUHM y HUX, OTIPABJISJIM JIM OHU Te€OE 3TU
(aiisbr,

8. Tlocne okoHuaHusi pabOThl HA TOYTOBOM CEPBHUCE MEPE] 3aKPHITUEM



BKJIQJIKW C CAWTOM He 3a0y b HaXaTh Ha "Beiiiti".
KuOepOyyinHr Wiin BUPTYyaJbHOE U31EBATE/IbCTBO

KubepOymnuar - mpecineaoBaHUE  COOOIIEHUSIMH,  COJCPKAIUMHU
OCKOpOJieHUS, arpeccuto, 3aMyruBaHue; XYJIUTaHCTBO; COLMaTbHOE
OOHKOTHUPOBAHHUE C MOMOIIBIO PA3IMUHBIX HHTEPHET-CEPBUCOB.

OCHOBHBIE COBETHI 10 O0PBOE ¢ KHOESPOYIIMHIOM:

1. He Opocaiics B O0#. Jlyummii cnoco0: mocoBeTOBaThCS Kak ¢€0s BECTH W,
€CJIM HET TOro, K KOMy MO>KHO OOpaTUThCS, TO BHAUAJIEe YCHOKOUThCS. ECau Thi
HAYHEIIb OTBEYATh OCKOPOJCHHSIMHM HAa OCKOPOJIEHUWS, TO TOJBKO €me OOoJblIe
PA30OKEIIb KOH(DIHUKT;

2. Ynpasindid cBoeil kubeppenyTanmeii;,

3. AHOHMMHOCTb B ce€TW MHUMAas. CylIEeCTBYIOT CHOCOOBI BBISICHUTB, KTO
CTOWT 32 AHOHUMHBIM aKKayHTOM;

4. He croutr BecTM XyJqWraHCKWil 00pa3 BUPTYIbHOH >KM3HH. MHTEpHET
(UKCUPYET BCE TBOM NCHCTBUSL M COXPaHSACT MX. YAaIuTh UX OyAeT KpaiiHe
3aTPYAHUATEIIBHO,

5. CoOntonait CBOKO BUPTYATIbHYIO Y€CTh CMOJIOAY;

6. UrHopupyii eauHuunblid  HeratTmB. OJHOPA30BBIE OCKOPOMTENBHBIC
cooOWweHnst Jiydme WrHopupoBarb. OOBIMHO arpecchsi MPEKpallacTcs Ha
HAYaJIbHOM CTaJIUH,

7. ban arpeccopa. B mporpammax oOME€Ha MTHOBEHHBIMH COOOIICHHUSIMH, B
COLIMAJIBHBIX CETAX €CTh BO3MOXKHOCTH OJOKMPOBKM OTHPABKH COOOIICHUNA C
OIPEACTIEHHBIX AIPECOB;

8. Ecim T cBUAeTens knOepOyMHra. TBOM NEHCTBUS: BBICTYIUTH MPOTHUB
npecneaoBarensl, NoKa3arh €My, 4TO €ro JCHCTBUS OLICHWBAKOTCS HEraTHBHO,
NOJACPXKaTh KEPTBY, KOTOPOW HY>KHA TCHXOJIOTUYECKAs IMOMOIIb, COOOIINTH
B3POCTBIM O (PAKTE arpeCCUBHOIO TOBEACHUS B CETH.

MoOuabHbIi Tes1e(poH

CoBpeMeHHbIE cMAapT(HOHBI U MJIAHIIETHL COAEPKAT B ceO€ BIOJIHE B3POCIIBIN
(YHKIMOHAI, W TEMEph OHU MOTYT KOHKYPUPOBaTb CO CTAlMOHAPHBIMH
KoMObroTepamMu. OHAKO, CPEACTB 3aIUTHI ISl MOAOOHBIX YCTPOMCTB MOKA OYECHb
Mano. TecTHpoBaHME M TIOMCK YSA3BUMOCTEH B HHMX MPOUCXOOUT HE Tak
WHTEHCHUBHO, Kak uist [ 1K, To sxe camoe kacaeTcss 1 MOOMIIBHBIX TPUITOKCHUN.

CoBpeMeHHbIE MOOMITbHBIE Opay3ephl yoke MPaKTHUECKH TOTHAIM HACTOJbHBIC
aHAJIOTH, OJHAKO pacuMpeHue (yHKIMOHAIA BJICYET 3a COOOW OOJIBIIYIO



CJIOKHOCTb U MCHBIITYIO 3alllMIICHHOCTD.

Jlanexko He Bce NPOM3BOJIUTENIN BBIMYCKAIOT OOHOBJICHUS, 3aKPbIBAIOLINE
KPUTUYECKHUE YSI3BUMOCTH ISl CBOMX YCTPOMCTB.

OCHOBHBIE COBETHI [T O€30MaCHOCTH MOOUJILHOTO TeNleOoHa;

Huuero He sBisercs nmo-HacTosimeMy OecnyiarHbIM. Bylb OCTOPOXKEH, BEIb
Korza tebe mpeanararoT OecIryiaTHbI KOHTEHT, B HEM MOTYT OBbITh CKPBITHI KaKHe-
TO IUIATHBIE YCIIYTH,

Jymaii, npexxae yem otnpaButb SMS, ¢poto unu Buaeo. Thl TOUHO 3HACHIb,
r7¢ OHA OyQyT B KOHEYHOM UTOrE?

Heo6xommmo 0OHOBIISTE OMEPALIMOHHYEO CHCTEMY TBOErO CMapT(oHa,;
Hcnonb3yii aHTUBUPYCHBIE TPOTPAMMBI Jjisi MOOUJIBHBIX TENIE(OHOB,;

He 3arpykaii mpuIoskeHHsT OT HEH3BECTHOI'O WMCTOYHHMKA, BEAb OHH MOTYT
COoIepKaTh BPEIOHOCHOE TIPOTPAMMHOE 00ECTICUCHUE,

[Tocne TOro Kak Thl BBIMACHIL C CaifTa, TE BBOAWI JUYHYKO HHGOPMAIUIO,
3aiiiu B HACTPOiiKkK Opay3epa u yaaiau cookies;

[Teproaryeckn MpPOBEPS, KAKUE IUIATHBIE YCIYTH aKTUBUPOBAHBI HA TBOEM
HOMEpE;

JlaBaii cBOil HOMEP MOOWJIBHOrO Tene(OHA TONBKO JHOASM, KOTOPBIX ThbI
3HAEWb U KOMY JOBEpsEILb;,

Bluetooth nmomkeH ObITH BBIKIIFOYEH, KOrAA Thl UM HE MOJb3yembcs. He
3a0bIBail HHOT1a IPOBEPSTH 3TO.

Online urpsi

COBpEMCEHHBIE ~ OHJIAHH-UTPBI - 3TO  KPACOUYHBIC, 3aXBaTbIBAIOLIHUE
pa3BcUCHUs, OOBECIUHSIOIME COTHH THICAY YEIOBEK MO BCeMY MHUpYy. Mrpokum
UCCIICAYIOT JAHHBIH MM MHpP, OOIIAIOTCS APYr C APYrOM, BBINOJHSIOT 3a/aHus,
CPOKAKOTCS C MOHCTPAMM M TIOJNYYAKOT ONBIT. 34 YAOBOJBCTBUE OHM IUJIATAT:
NOKYMAKT JUCK, OMJIQYMBAOT A0OHEMEHT WM MPHOOPETAIOT KAKKE-TO OIMILUH.

Bce 3tH cpeacTBa nayT Ha MOJACPYKAHUE M PA3BUTUE UIPHI, 4 TAKXKE HA CaMy
0€30MaCHOCTh. COBEPLICHCTBYIOTCS CHCTEMBI aBTOPU3ALMH, BBITYCKAIOTCS HOBBIE
naTyv (¢ POBbIC 3aIUIATKA IJI1 TPOTPaMM ), 3aKPBIBAKOTCS YI3BUMOCTH CEPBEPOB.

B mogo6HBIX UTpax CTOMT OMAcaThes HE CTOJBKO CBOMX COMIEPHUKOB, CKOJIBKO
KPaXky TBOETO TAapoJIsi, HA KOTOPOM OCHOBAHA CHCTEMa aBTOPU3AINK OOJBITHHCTBA
urp.

OCHOBHBIE COBETHI TIO 0€30TMACHOCTH TBOETO HTPOBOTO aKKAYHTA!



1. Ecnu npyroit urpok BeaeT cels MIOX0 WIKA CO3AacT TeOe HEMPUATHOCTH,
3a0JIOKUPYH €ro B CIUCKE UTPOKOB;

2. loxkanylics amMUHUCTPATOPaM UIPhl HA MJI0XO0E MOBEAECHUE ITOr0 UTPOKa,
JKENATeNIbHO MPUJIOKUTh KaKhe-TO JOKa3aTeIbCTBA B BUAE CKPUHOB,;

3. He yka3biBaii nuuHy10 nHGOpMauto B mpodaiine urpsl;
4. YBaxkail Ipyrux y4aCTHUKOB IO UTPE;

5. He ycranapnuBaii HeoOpUIMAIbHBIC TATYH U MO/IBI,

6. icnosib3yil CIOKHBIC U PA3HBIC MTAPOJIH,

7. Jlaxke BO BpeMs UIPBl HE CTOUT OTKJIFOYATh aHTUBUPYC. [10Ka Tl Urpaeiis,
TBOM KOMIIBFOTEP MOTYT 3apa3uTh.

@POUINHHT WA Kpazka JIHIHbIX JAHHbIX

OOBIYHOH KpaKeil IEHET U JOKYMEHTOB CETOIHS Y’KE HUKOTO HE YAUBHILb, HO
C PAa3BUTHUEM HWHTEPHET-TEXHOJIOTHIA 3J0YMBINUICHHUKH TEPEMECTUIINCH B
WHTEPHET, W MPOJOJLKAOT 3aHUMATHCS " MFIOOMMBIM" IEJIOM.

Tak mosBHIACH HOBAas yrpo3a. MHTCPHET-MOLICHHWYECTBA WM (DUIIVHT,
IJIaBHAs LEIb KOTOPOTO COCTOUT B MONYYCHUM KOH(PHACHUMAIBHBIX JaHHBIX
NOJIb30BATENECH - JIOTMHOB W naposeil. Ha anrnmiickom si3eike phishing unraercs
kaK ¢uimHr (ot fishing - peiOHas noBms, password - mapoJib).

OCHOBHBIE COBETHI 10 OOPBOE ¢ PUIIMHTOM:

1. Cnenm 3a cBOMM akkKayHTOM. Eciau Tel MOAO3PEBACIIb, YTO TBOSI AHKETA
Oblla  B3JIOMaHa, TO HEOOXOAMMO  3a0JIOKHpOBAaTh €€ M COOOUIMTH
aJMAHUCTPATOPAM pecypca 00 3TOM KaK MOKHO CKOPEE,

2. Wcnone3yii Oe3omacHbie BeO-CalThl, B TOM YMCIIE, HHTCPHET-MAara3uHoB U
MTOMCKOBBIX CHCTEM;

3. Hcnonw3yil cnokHble W pasHble maponau. Takum oOpa3om, eciu TeOs
B3JIOMAIOT, TO 3JI0YMBIINIJICHHUKM TONYy4aT IOCTYN TOJbKO K OAHOMY TBOEMY
OPO(UITIO B CETH, & HE KO BCEM;

4. Ecim TeOst B3JIOM&IM, TO HEOOXOAMMO NPEAYNPEAUTh BCEX CBOUX
3HAKOMBIX, KOTOpPBIE JOOABIEHBI Y TEOS B APY3bSIX, O TOM, YTO TeOs B3IOMAIH W,
BO3MOKHO, OT TBOETO UMEHH OyAET PacChUIaThCs CIAM M CCHUIKH Ha (PUILIMHTOBBIE
CAWTHI,

5. YcranoBu HaaexHbli naposib (PIN) Ha MOOWITBHBIH TeneoH;

6. OTKJIIOYH COXPAaHECHHE MapoJis B Opay3epe;



7. He otkpwiBait (aiiabl U Apyrue BIOKEHWS B MUCbMaX, JAXE €CIM OHHU
OPULIUTA OT TBOUX JAPY3€H. Jlydine yTouHM y HUX, OTHPABISUTA JIU OHU TeOE ATH
(aitbl.

u¢pposas penyrauus

[ndposas penyTanns - 3TO HEraTUBHAS WK MO3UTUBHASA WH(POPMALIKS B CETU
o tebe. Kommpomerupyromass uHpopmanus, pa3MEIICHHAs B UHTEPHETE, MOXKET
CEPbE3HBIM 00pa3oM OTpa3WThCS Ha TBOCH peanpHOW >km3HM. "Lludposas
penyTanus’” - 3TO TBOW UMHIK, KOTOPBIA (hopMupyeTcs U3 nHPopManuun o Tede B
WHTEPHETE.

TBOE MECTO JKUTENBCTBA, YU€ObI, TBOC (PUHAHCOBOE MOJIOKEHUE, OCOOEHHOCTH
XapakTepa M paccKasbl O OJIM3KUX - BCE 3TO HAKATUIMBACTCS B CETH.

MHorve TOAPOCTKH JIETKOMBICIEHHO OTHOCATCA K TyONMKaIluv JUYHON
uHpopmaiuu B IHTepHETE, HE MMOHMMAs BO3MOXKHBIX MOCaeACTBUA. Thl qake He
CMOJKEIIIb JIOTaaThCsl 0 TOM, 4To (poTorpadus, pazMelieHHas 5 JIeT Ha3aj, crajia
MPUYMHON OTKa3a MPUHATH TeOs Ha padoTy.

Kommentapuu, pasmenienue tBoux (otorpapuii U Ipyrue ACUCTBUS MOTYT
HE WMCYE3HYTh JAXE MOCAE TOro, Kak Thl WX yAajauilb. Thl HE 3HACUIb, KTO
coxXpaHw1 3Ty WHGPOPMAILMIO, Momnajga JKM OHA B IOUCKOBBIE CHUCTEMBI H
COXPaHWJIACh JU OHA, & TJTABHOE. YTO MOAYMAKT O T€OE OKPY>KAIIIUE JIFOJIH,
KOTOPBIE HAWAYT U YBUAAT 3T0. HaliTh MHQpOpMALMIO MHOTO JIET CITYCTS CMOMKET
100011 - KaK U3 10OPbIX NOOYKACHHMA, TaK U C HAMEPCHUEM PUYUHUATH BPEA. DTO
MOKET OBITh KTO YTOJTHO.

OCHOBHBIE COBETHI 110 3aIUTE HM(PPOBOIH PEMyTALMH:

1. TTogymaii, mpexae 4em 4ro-To MyOJIMKOBATh M NEpPenaBarh y ceOs B Oore
WK B COLIMAJILHOM CETH,

2. B nactpolikax npo(uiis yCTaHOBM OrPAHMYCHUS HA MPOCMOTP TBOETO
npo(UIIS U €ro COACPKUMOTO, CAENIal €ro TOJIBKO "/uist 1py3eit’”;

3. He pasMemaii u He yka3biBaii MHPOPMALMIO, KOTOPAash MOKET KOro-mudo
OCKOPOJISTH WK OOMKATh.

ABTOpPCKOE NPaBo

CoBpeMEHHbIE  UIKOJbHUKH - AKTUBHbIE TOJB30BATENM  IMPPOBOrO
npoctpaHcTBa. OJHAKO JaleKo HE BCE 3HAKOT, 4YTO MOJb30BAHME MHOTUMHU
BO3MOXKHOCTSIMM ~ IIMPPOBOro  mupa  TpeOyer  coOMOAeHWs MpaB  Ha
WHTEIIEKTYaTbHYI0 COOCTBEHHOCTD.

TepMuH "WHTEIEKTyalbHast COOCTBEHHOCTh' OTHOCUTCS K Pa3IMYHBIM
TBOPEHUSIM YEJIOBEYECKOIO YMa, HA4YMHAs C HOBBIX M300PETCHUN W 3HAKOB,



0003HAYAKIIMX COOCTBEHHOCTh HA MPOAYKTHI M YCIYIH, U 3aKaHYMBas KHUTaAMH,
¢dororpapusimu, KHHOPHUIEMAMHU U MY3bIKaTbHBIMUA TPOU3BEICHUSMU.

ABTOPCKHME MpaBa - 3TO MpaBa HA WHTEIUICKTYaIbHYH) COOCTBEHHOCTH Ha
IIPOU3BECHUS HAYKH, JIUTEPATYPBl U UCKYCCTBA. ABTOPCKME ITPaBa BBICTYNAIOT B
KAQueCTBE TapaHTUU TOTO, YTO WHTEIIEKTYaJbHBIH/TBOPUECKHIA TPyA aBTOpA HE
OyZleT HampacHeIM, JacT €My CIPAaBEAJIUBBIE BO3MOXHOCTH 3apaboTaTh Ha
pe3yapTaTax CBOCrO TPYyJad, MOJYYATh M3BECTHOCTh M Npu3HaHue. Hukrto 6e3
paspelieHdss aBTOpa HE  MOXET  BOCHOPOU3BOIWUTH €r0  IPOU3BEIECHHE,
pacnpocTpaHsaTh, MyOJMYHO JEMOHCTPUPOBATH, NPOAABaTb, WMIOPTUPOBATH,
nycKarb B MPOKAaT, MyOJIMYHO MCIOJHATH, MOKA3bIBATH/UCHIOIHATE B 3(UPE WU
pasMeriare B UHTEpHETE.

Hcnonb3oBanue "MUPaTCKOro” MporpaMMHOrO 00€CIEYEHHsI MOXKET MPUBECTH
K MHOTMIM PUCKaM: OT MOTEPH JAHHBIX K TBOUM aKKayHTaM 10 OJOKHPOBKH TBOETO
YCTPOMCTBa, TAE€ YCTAHOBJIICHA HENerajabHas nporpamMma. He crout Takke
3a0bIBaTh, YTO CYLIECTBYIOT JICTAIBHBIE M OECIUIATHBIE MPOrPaMMBbl, KOTOPBIC
MO>KHO HATH B CETH.

O nopraJe

CereBnUOK.p( - TBOH ITIABHBII COBETUMK B CETH. 3AECh Thl MOKEIIb Y3HATH O
0€30MaCHOCTA B CETH MOHSATHBIM W JOCTYIHBIM S3BIKOM, & MPH BO3HUKHOBEHHH
KPUTHYECKOH CHUTyallMd OOPATHUTHCSA 34 COBETOM. A TaKKe MPHHATH Y4acTHE B
KOHKYpPCax M CTaTh CaMbIM LIU()POBBIM I'PAKIAHUHOM !



